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OPSEC, OPEM, security =~ The concept of operation is widely connected to many fields varied from public
studies, security institutions to private companies, from educational institutions to logistic services,
management, from sports facilities to cultural events. Rivalries between commercial institutions
sociology Ofsecu_rlt}’: continuously going on while there may be adversities in the level of states. If
corporate security, discretion cannot be maintained in all activities-operations from the smallest to the

private security. biggest ones, then animosity or rivalry would turn out against the benefits of the

organization / company. From this aspect the concept of OPSEC, which means
Operations Security, has a great importance. This concepts which was developed as
a military term in the USA has been used by civilian security authorities too after its
design in army. Today we see that OPSEC is used in the sector of private security in

Article History relations with issued like corporate security, IT security, Etc. The main argument of
Received this work is that OPSEC applications are not only limited to military or private
14 March, 2017 security sectors and it has the potential to be used in different fields such economy,
Accepted politics, business world, other social levels, Etc. The literature related to topic is

18 March, 2017 discussed from a sociological perspective.
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askerive Ci OAT 1 EE OAEOEOI AOETET &1 E EOAOET A CAe
ETAA AOQUOI I AGg OAUA AOQUOOOI 1 Abgi al OI10el Ac
Ai TUAOaT AA CEOAAEI EOEU8 2AEED hEOEAOI AOQEI

i T AAAAT ATAEGs R OMEXO TAI T UAAA EOOOI OAT cCci OAT 1 EE
OA OAAAEOI AOE /0%- EI A cieéel AT AEOEI AAEI EOS8

/| 0%- EIA CciOATTE OA AIET AEO &AOOA 11 O0hO¢
AOAéel AODagl a EGIHWIigOBAT AAUAUBERA tenetd OER ET AA
AEOAUI AOET DAUI AhbOagEIl AOg OA UAUai 1 AAgEl ADg
/| 0%- 8 ET OAI Al AAUAT AEI AOg AOAOGal AA UAO Al g
EAO AEICE EAOai 1l AOgl AT ETA CAeAAEI EO /0309
riskin minimize edilmesi hedeflenmektedir.

%3k >k

' i AOEEAT OAOEEE ET AAI AT AEgET AAh /1 0%- EAOOAI
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AEOI AhOEOAOAE Ai ORTIOOOABAREEE AdDBAEBAA 1 AOA
OAl Ag0gl AO 11 AAEI AAAETE OAOPEO AOOEwE EA
/] 03%# j/ 0% q DPOAT OEPI AOE 0OuUcOil AT Ageal AA EO,
i1 ADgO CEOiTiihOIi O j/703%n# AQ8 pwwndlag Ual
Al TUAOAOADA AEAT g1 AAh EUAIT OAHGROWMAAhY UAC g 1
AET Ail AEO8 ©oEI AE /0%- ET1TOADPOE OA Oucodl Al A
edebiliriz.
3./, PAOAOUTT %i 1 EUAGET AA 1 hAT AT AO

/| 0%- AOAOAT AOEAOE Al AT AA UA AAUABBAOaCAAA
EOOEEAAOAO 0aUal Oal AOgl A | AE Alkdef, mbveut AT A1 AOE
I DAOAOUI T OT [EABGEIIGI BEHW cCci OAihko&gALk DOABA A
AAOAUI 3 CEOAAEI AAAgEI EU CgEdihibiElAvwamiolda EAAAO

AAEE BAOAIAAh CAOAE #%/ Ai UAUET AAOIJAOAEOA
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OPEM (Operasyon Emniyeti) Uygulama Agamalari

1. Asama 2. Asama
Kritik Enformasyonun Tehdidin
Tespit Edilmesi # Analizi

3. Asama l

Hassas / Zedelenebilir
Kisimlarin Analizi

l 5. Asama
A Karsi Onlemlerin
Risklerin d Alinmasi
D Si

egerlendiriime

"O AAh AhRAT AT gl AT1 Ahali0MiOaghl AGOOAT Adgh E
CEOOAOAAAEOEO8 oEi AE 03 0AOqUI A AnAi Al AOg AR

Kritik Enformasyon

KI'k akama ol arak OPEM wuygul ayacak Ki kil er
Kirketler yeér ¢t tkigik leenrfior masayorywen | erede ol duj
vermelidirler.Kr i t i Kk enf or masyon, hasémlarén eline
kurumun/ Kurulukun | imitlerini a-éja -éekaran;
naséel, ni -in ve Kk;ji moerssoornud la,r éanieél eylaenréit | vaey atn,
al akal é her -exKit bil gidir ( OPSEC, 2012:
operasyonl arénda (-al @k mailladreé nsdéar)a | karnineéikkt €err
l i stel eri ve 1| eetri,kKipmtbeintgielrerve fsi°kzrlie kmgll k
tapul ar , I Kl et me politikasé kitap-éekl ar é,
| aboratuvar notl aré, ses kayétlareée, video |
vV e y°netimkaygppt hat edbpr(éeFBC: t dr den °rnekl e
detayl andérélabilir. Bu ve benzeri enf or ma
°nl enmesi °©zel gevenli k sektore¢gndeki OPEM -

arz etmektedir.
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Tehditlerin Analizi

Bir devl et Kkur umu, asker.i ya da sivil Kur u
neler olabilir? EIlbette bu, il gil k®ywhesur un
bir °rnek verelim, ABDO6de hayvanlarinmnpzeri:r
°neml i tehditl erden, hasémlar dan (adver se
organi zasyonl ar e arasenda sayeéel an Hayvan
°nl emlerini bu organizasyona karkeée al ma yo
pozisyonlara Kk i unsurlar i-in tehditler ku kekild

i Kk d¢gnyasé rakipleri, hoknut suz personel,
(OPSEC,2008: 56 ) Bu haseémlardan gel ebil ecek tehdi
bulunmag bekl enmektedir.

Unutul mamasé gereken bir husus, OPSEC - aj
(adversary) d¢kman anl aménda kull anél maméext
ya da herhangi bir «kekil de ulaegkbir&insg, bil gi vy
grup ve kesim hasém ol arak dejerlendirilebi
edel i m: T¢e¢rkiyedde, ulusl ararasé bir hamburt
| ahmacuncul ar prati k ol ar alka dzéabnacumyedsd ar d an
daha -ok hamburager teketirler. ¥te yandan
vejetaryeW vegan aktivistler hem de etsiz -ijk?
taraftan vejetaryenleret ma h s satarg kurulu | ar é n  gigemeyecekéirs i °nti e
taraftan t¢ketici etsiz -ijJkoft eaplrurger® nel i r ¢
ol sun t ¢ ket mey e c e khamburgerin Bcolayla rberalyea Araeniléra ,

; sembol i ze et mesi , | a h i unun (o ¥
z etlhusanetée nilli landilderdahé édeblmektedir. Konu
dercdaRmeri kan kkatgeéemi yayebmacadalué
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kelkRiPlost er: @ OPEM: Kendini zi Hedef Hal

e

DON°T MAKE YDURSELF
THE TRRGET. D

4 A0OAOgi ¢ , AOIEA |, 11 UA

(AOGOGAOG 1 : AAAT AT AAEI EO +a30ai 1 AOgl !'1T Al EUE

Operasyon Emniyet.i konsepti, gel i ktiril difji
tamaml anmék operasyonlarla il gild@i enf or masy
ul akmaséna engel ol mak ¢(zere tasarlemnméxteér
gi zl i ol mayan bil gi par-alaré bir araya get
m¢ mk ¢ n kélabil mektedir. OPEMOG6de hassas /

tespiti b¢e¢yek °nem arz eder . Bu haslsas keés
géevenl ik yontemleriyle saj hidnragyrad yaa cgaek- iirli d re
(Security Administration Series, 1987: 1R)e s el a si ber g¢venli k al a
(vul nerability) esasen kull anélyebnheyarzel enl ac
kaynakl anér . T¢mden hassasl éktan |/ yara al
dej i Ordd 1r e, 20142%Kk6 2 ) . Bu kéerélganl ek dijer si st
siyasal, khusi stelm] evbe) baghaheeia gkarakl ge
operasyonlar i-in de ge-erlidir Her zaman
noktanén tespit edilip gerekli ©°nlemlerin a
edilen en yaygén hassawbdje&dakiedegil leineéibir i irl i

T OPEM farkéendal éjénén eksi kIl ifj]i

T Alt-si stem testlerinin hasémlar taraféndan

T A-ék kaynak enformasyonu.

1T Atéeklar, -°pe ateélan belgel er.

1 Profesyonel konferanslar, sempozyumlar.

T Kl etikim ar a- 1| don@&mdlsm)syal medya, tele

T Ziyaret - kontrollerinde zafiyetl er.

T Topl anté odasé, vb. mekanl afrl®dn g¢venl ik
48 Akman, M. K. (2017). OPSEC Concept and Its Importance in the Context of Sociology of
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G¢egvenlik a-ékl ar e, zedel enebilir késémlar
operasyonl aréen dojabanpnhé¢ ebawak fevkkegehas

al t endaKkoaraebtilleirr . (i ndi cator s) hasémlara do]j
gi bidir ( OPSEC d) . Kkaretl erin her biri

kompozisyonl ar bir ermdheBrs slkaess é mlaarag@n gt e ii tlii
dejerl endirmesi g¢ndeme gel ecektir.

kel3iPlost er: fOPEMSIOzpignmlidzy Hmas mén Hazinesi

Kaynak:http://securitychecksmatter.blogspot.com.tr/p/ogsage. html
2EOQEI AOET $AgAOlI AT AEOEI | AOE

(AOOGAOG 1 UAAAIT AT AAEI EO EgOgil AOagl 111 AOg .
AT1 Al gT A CcAi i Auh AT A EAOEI UAOAO CEOI AU/
| DAOAOUIT1 AOAA j AEI EI OATh AOEAOEh OEAAOEN

burada yatar, herzamanAEO 11 AOagl gaE j AOOag !UGAE MAE AXEOFE/ATA 1/
eAsgAARh O1 OUAT 1T OOAiI 1 AOAA ET OGAOT AL OAETTIITE
AEO OEOE ZAEOEOI 11 AOAE OAT gi 1 ATi ghbg0 j$0O
sosyal medya risklerle doludur8 ©EUI A AEO EOT AE OAOAI EIi ¢
EIlEREEI AO HhEOEAOET AA AEUAIT EI EE 11 AiO0O0iTi!
Ai hiTAigiTi U AEO OI T CAT OA 1 AOEA EIi AEgUIl A
AOGI AUE Ai AiTi1UI 0001 6U8 %EEAIEIN &EUAAI BAOOAIT GEA
EAEI AOg Al gliAigh T1 AT OITCAT a13Ua OA AAgi /
"EOEAé EAEZOA EéEI AA OAEED AEOI Al al OEUET

AAT UAO AEO i 0i1T OOT AOgOl O CEQIQHIOCAONdRU8H AT
i1 AAAEO3Oe "EOI 1 Al g CEAE [/ 0 %- EOQOOAI T AOg

OucOil ATiT Abag EAO OAEOEOAAEE cCi OATI1 EE Oi OAel £
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o AME2IEOE 9ET AOEI E ! hAl Al AOa

Teghis Et Degerlendir

A\ sk vonerini),

Kontrol Et Gozden Gegir

2EOQEI AOCET TA 11 A0 OAOPEO ADBAEDUAAGKEOKAI
CAeEOEDP [ AOGAOO AOOOI O ETTOOIT AAAAEI EOEUS
EeET Al OO0 AAgil AOg OAT gi 1l Al AEOA EAUAAI g 11
+AOhg vIiI1iAITAOET 114311 AOgq

$AEA ETAAEE AhAT Al AOal | Al OgE OAdlemdidn | OCAT EE
AEAAET AA 0gOA EAOhg ET1AIT AOET AskefiivDl OAOI A
Ci OATT EE EI T OAPOI AOET AA EOOEEAAOAOGalT Al AA ﬁ
AEI CETET EAT AEOETET Ethoerhi Adgp §AAADQET AED
izlendEg ET AA OAIl 11 AOAE AegEIl AOagl 1 AOAI AOAA A
AAET T Eh AAT AEOEO8 311 AhAiI AAA AOOgE EAOhag E

+AORha ETTAITAOE Al qOEAT AAOGI AO EOOOI OF OEU/
OAs O OOOEKDaEI KORREEI AOETE Ci OATIE AEO UA

OAAEE EE AAUa Ol O0IOE®I AE 1DAOT CHOIAIT A ADARA s AlAIl

i Oi 11 EOAR 1T 11 EATET 1 01 OEadfdagA QETAEKN DPaH ([CEOA I E
ne kadar garanti edebil EOe " O AégAAl 41 OEEUAS8TET AA AEq
ET OOT T A OGAETT 11 EEI AOETE CAI EROEOI A1 AOE AEEE
AAT EOTE xAA OOAT AAOOI AOagl al 11 06h060O0B1I T Abah

hi DEAAE OA Ui BOARRAUEABR TTAAIAEE ET AT AOU AOi
¢cmpgd wds8 /0% Ol OAél AOE AAI EOIE AEO COOA(
i1 6OhOO6O0AT Oi i1 AEI AhAT 1T AOET 1 OOAE O1 006i 1 O1 Oc¢
Il OEAOE /| 0 %- ET T OADPOI AOE AAgl Al A

S0 A

OAEOCEKEOIORO AO AOAAA EhR Al

U
AAgAOlI AT AEOET I A1 EAEO8 " O EAOhg ETI1AITAOET A
T 31 OUAT 1 AAUAAAEE PAUI Ahagil AOagigU EIiT OOOI
T +01 1 AT Agoal gU OAUZAIT AOA A konubufih Hakshsl AOAA C
11018 3AT Al 1T OOAT 1T AOAA ETAI AOU AAAT Ol E
T 6EAAT OA &£ 01 s OAZEI AOg DPAUI Ahil AAAT ET AA |
AEI CE EeAOED Ee¢AOI AAEEI AOET A AEEEAOI A AA
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9 E{1 AET 1 A0 EAOGali 1 AO OR®Ajmah AAIlT BA BGa ICRA EQEA
tehdidi OEU ET 1 OOOAOOh OAEED AEEOI Al A0 AgAO
duymuyorlarsae-l AET Ci OAT 1 EgET EUE OAOOAAEI EOI AO

T 4ATAEITTIAO cCci OATTE AAgEI AEOh AEOAT EEI I
EAOADPI AOAA cCcie&lli j RE AR AOE OOMEAUR EEEAOAD
EOQI T AT g1 i Al gAgOn soklistmdi OABOEAEHREEABAAI
EAegl gl i Al gAgOQh

T 2A01 E EEIi 1 EE OA AAI CAlI AOGET EI PUALAT I AOal
16).

"OOAAA AAEOAAEI AT1 A0 A1 AAOOA AT A EAOQI AOc
OUcOl Al Al AOgAg 08 ABAEEAAOEACBEQEQIOAQEIOCEMIII,BG@@MEJQI Al
EAéagl gl il AUAgO8 w©EUI A AEO EOT AE OAOAIEiIi g &
ET 1000 11 AOg GneAVAIUIgAMAdeMATAOAOAA | OAEgh AEOA
CEUOEI Aoh OA8q 4&i Oil s OAZA eAEI ATET UAOAE 11 A
CEOi 00iTius "0 EhIAQI Al AOh Uall AOgl I O 11
OAOA £al AAI ET 1 AUAA Al A AGKe i AOo%I E EEODAIT ARl
OUucOi Ai AGgAg08 "EI CEAAOBRO AAIAIDUADURRABGER T AKX
Oa Ui AGagT A T ATE T11AE 1 UAOA Al al AT EAOhag EI
EAIl EAOgAgq 08

4. | OAT1 EE 31 OBTIAREEOCREKADAQO

Géenegmegzde geéevenli k olgusu ve akademi k - al é«k
et ki nl i kIl ergee nbed k taén|leéamedzad aaf et / aci l dur um,
géevenl ik (security) kavraml ar éneén bir ar a
per spektiften Konuya bakéel dej énda doj al ,
hususl aréyla g¢venli k -al éexkmal aréné bir al
(ter°rizm, su-, vb. probl emlerl e bajlanteéel
ve akadenk - al ékma al ané ol arak g°r¢ldeg] ¢ yakl
2013: 632) . Burada araktérmacénén hangi p o
nereye konumlandéreéelacajée ile -ok alakal éde
Géevenli k bireylerin, siyasstgnaifade gttiklerp Ideoloji& n , kKur
ol arak kurgul adeéekl ar é, bir yandan da ortak
bir s¢re-tir. G¢gvenlijJin, g¢é¢vendesilesiyemanén v
g¢venI|k czerine yypaonoddakasmwms Kalk umnlscaryapar bi
-abasénda i ken °te yandan fi zi ksel -evreni
bajl amda géevenl i jion hangi kel tegrel mecr al
tecr¢belerin eseri ol aar ayk® nved keuwc elku li d-u Jj(uvn d ag
616). Top !l ums al tecr¢benin kendi si sosyol ojik
cretim s¢gre-lerini kokul |l amaktadér .

OPEMOK -ajdak g¢venlik sekt©°rlerinden ve gy
siber swui- |l au-1 an cavb.) baj émseéz ol ar ak el
cretil en, asker. bir kavram ol ar ak Kekil | e
uygul ama potansigel|l OPEMdujpiidak g&misegmwli adek
gel i kmi ktinman enkad emarafvenaonl aré etkil er. (
h u s u gindep Zendini hissettirecektiBi r i nci si , gevenl ik ol gu:
sosyol oji k m¢gessese olduju oranda, genel g
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konsepti de bu tabloya dahid i r . Kkincisi, Operasyon Emni

i -inde herkesin dahil ol abil eceji bir s¢re
t¢m sosyal hal kal arda azami hassasiyetin g
20).Operasyonla,|vénlikis'sektogr¢n¢n I -i nde ol
etkinlikIler:i ol sun, en kérél ga olduklaré
oldu]u g°%zI| enme kdpezasyoneb a Waorf & lzi rmamk ke¢-¢k d
ka-érébmhséeykalke]j tarafén (hasém) resmin bg¢t
i se operasydmrlkareémrs ézsmdanu] u g°r ¢l mektedir .
i htiya-teéer. Ne wvar ki, ¢l ke g¢nlilden,lvh. ] i ni |, K
di kkate al madtaede,yar idsak ed aehcher®ek ger -ekl exke
b¢yéek kayépl ara, enhatott abc¢c & me k &g oaksipone®@ B BEMG6 i n
iddi asé bu kayéplara mini mal °] -ekte neden
engelleyebilmektir.

Operasyael s ¢ re-1 erde neyin Kkritik olup ol madeéej
sektorel ortamén spesifik vakal ar éweda, ayr
payl akellami bi t gi si, °be¢r al anén ©°1 ¢mcg¢l k &
a-édaM ©OFPEseptinin uygulanma s¢re-lerinin |}

b¢e¢nyesinde bulundurmasé g¢ndeme gel mektedi
sosyolojinin hen¢z yetalénoesgapdal aO®mBEBMdE Kk
far kl & uaylgaun laanrntha s ¢ r e- | e-kg ht g r edifkufedsafics g pé s o
ve g¢ndeli k yakama dair farkl el akmal ar é& s
edebil ecek dayanakl aré sunabilir. Sadece O
gevenl i ki siosiym| dior - € k eancaknt oekotrai ské  osl udnug bui | kn
uygul amal é S 0 slayyanyeterinde kg nat me s €y me m¢e¢ mk¢ndgr
syol og, berakal ém géeventl ik sosyol oji si
l anmaktan i mtind9®&0mi K tBiur a(- @ldeme nthseng¢ z
a t¢em degnyanén sosyol oji -eBugloar iarzd e
da ol an araktérmanén derinl ekme-si g¢ve
areé araséndmesisnii kmgamHK g&n bk &l ayceak tedri .n

in i-inde g¢venli k ol gus
rresmi, ister sivil 0
dizayn edilenOPEM kon i nin ana hat!l ar éné, p
potansiyellerinia r t é Kkt é k . inldieh d k] iy agiabddiar nkedld, | andé
teknoloji, uygulama, vbb ak | amgket a yak dka®° keanvsamilup | ar ak

— wn

I
(i ster askeri, i
s r
)

ardendan diawil yaka&dmacktir. Uzaja gitmeye g
geliktirildijinde bir askerenelebhirRi hubl ancé
a-éeél meBRuw éa- é€dan OPEM6in 1960061l e yeéellarda ta
sonra%$eeldag¢venl i k sektOorg¢gne gi rmesini 2 0
i htiya- dahilinde kullanmasé izleyebilir.

kavraméeyla il gil:@ mesafel.] dursa da topl umt
fazl agielyil di ri.l-viBuggnpraogiaml aréndan CCTV sit
géevenli k teknol ojhiesi akamlasm@aala doakdmam@l makt
dillendiril mese de fiilen OPEM uygul anmakt a
So yO|OJi toplumun vegfPoplLumoapl @amshi |l ispir eoe
h e ge-en g¢n dahameadg sead seeknién h(i gs¢sveetntliirke)n  d¢o
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dée¢kenegl emez. Bu -al ékma kapsaménda bir tar
Té¢rkiyedode yeterince ¢zer i OQRIEMOcuU rud kmearméeen
taraftan sosyol ojinin i -inde bul unduj umuz
dal |l aréndan g¢venli k sosyol ojisi I 1 e al akeé
al enan konuyla il gild@ Ter ki yjewwdgRei Pnttedea
bulundurulursa, i1leride konuya tekrar d°ng¢gl
atéel érsa anl amleéedeér . ¥ne¢gmegzdeKki yéellar, t a
adem at énltezbkitap, inakple, semn er , v b .b)i |gebczetjeichP aeend i r .
¥zelli kl e, salt kur amsal eksende kal mayéeéep,
derinlyeyamelsacak ol an sosyolojik -°z¢mlemel
sunacakter
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